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HIPAA Certification: Security Specialist, 2nd Edition 
1 day 
 
Description 
This ILT Series HIPAA Certification: Security Specialist course is excellent for the student who will be 
responsible for securing health care, insurance and banking industries. By the end of this book, students 
will be able to provide HIPAA security implementation initiatives. 
 
Prerequisites 
• None 
 
Course Outline 
Unit 1: HIPAA Security Rule 
Topic A: The final Security Rule 
Topic B: Terminology 
Topic C: Categories and standards 
Topic D: Privacy Rule and flow of PHI 
Topic E: Security threats 
Topic F: Security technology options 
 
Unit 2: Administrative safeguards 
Topic A: Overview 
Topic B: Security Management Process 
Topic C: Assigned Security Responsibility 
Topic D: Workforce Security 
Topic E: Information Access Management 
Topic F: Security Awareness and Training 
Topic G: Security Incident Procedures 
Topic H: Contingency Plan 
Topic I: Evaluation 
Topic J: BACs and Other Arrangements 
 
Unit 3: Physical safeguards 
Topic A: Requirements 
Topic B: Facility Access Controls 
Topic C: Workstation Use and Security 
Topic D: Device and Media Controls 
Topic E: Privacy Rule physical safeguards 


